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(U//FOUO) President Trump Announces U.S. Withdrawal from 
Iran Nuclear Deal 

(U) Overview 
(U//FOUO) President Trump announced this afternoon that he is planning to end the waiver of 
sanctions on Iran, in effect withdrawing the United States from the Joint Comprehensive Plan of 
Action (JCPOA), commonly known as the Iran Nuclear Deal. 
(U//FOUO) The JCPOA is an international agreement that proponents argue promotes strict limits on 
Iran’s nuclear activities as well as its ability to develop a nuclear weapon in exchange for a reduction 
in international sanctions against Iran. The Deal was reached on 14 July 2015 at the conclusion of 
talks between Iran, the five permanent members of the United Nations Security Council plus 
Germany, and the European Union. 

(U//FOUO) President Trump has repeatedly criticized the agreement and has expressed a desire to 
renegotiate a better deal. President Trump has specifically criticized the existing agreements failure to 
address Iran’s ballistic missile program, support for terrorist organizations, and sunset provisions. 
President Trump previously announced on 13 October 2017 that the United States would not certify 
the Iran deal, but he had stopped short of terminating the agreement. 

(U) Potential Implications & Regional Escalation 

(U//FOUO) Iran has issued vague warnings in the past about the U.S. pulling out of the JCPOA. On 
Sunday, 06 May 2018, Iran said that abandoning the deal would be a “historic mistake,” and Iranian 
President Hassan Rouhani said his country would not negotiate “when it comes to weapons and 
defending our country.” Though it is still too early to know how Iran will react to the United States’ 
withdrawal from the JCPOA, the announcement will likely increase already high tensions between 
Iran and the United States. 

(U//FOUO) Some argue that increased tensions with Iran could also affect the United States’ allies in 
the region, including Israel. This week Israeli defense officials warned that Iran is planning to 
retaliate for recent Israeli airstrikes in Syria by having its proxy forces fire missiles at military targets 
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in northern Israel. Israeli tensions with Iran have reached a new peak as Israel has taken greater action 
in the past month to ensure that Iran does not turn Syria into a forward base against Israel. There is a 
possibility that today’s announcement and Prime Minister Benjamin Netanyahu’s speech last week 
accusing Iran of lying about its nuclear weapons program may increase the likelihood that Iran takes 
action against Israel in order to save face. 

(U//FOUO) There is also the potential that Iran may restart its nuclear program and pursue a nuclear 
weapon, according to some analysts. This would almost certainly be deemed an existential threat by 
Israel and would have the potential to spark conflict with Iran. Furthermore, if Iran begins developing 
its nuclear capability again, it could set of an arms race in the region, with Saudi Arabia’s Crown 
Prince Mohammed bin Salman saying on 15 March 2018 that “if Iran developed a nuclear bomb, 
[Saudi Arabia] will follow suit as soon as possible.” 

(U//FOUO) As the impact of the U.S. decision becomes more clear in the coming weeks, it is likely 
that European leaders will work to mitigate tensions, as they have declared their intentions to remain 
in the JCPOA whether or not the U.S. pulled out. 

(U//FOUO) Commensurate with the timing of the U.S. announcement, open source media is relaying 
reports attributed to the Israel Defense Forces that there is “irregular activity” of Iranian forces in 
Syria. As of this time, those reports indicate that the State of Israel is opening shelters in the Golan 
Heights, deploying defense systems and placing their personnel on high alert. 

(U) Impact to the Jewish Community in North America 

(U//FOUO) Although there are currently no known threats to Jewish institutions, organizations or 
interests in North America at this time, past geo-political events have, at times, served as a trigger 
point for heightened tension and unrest – including protests and demonstrations – as well as increases 
in anti-Semitic incidents, including threats of violence. 

(U//FOUO) Moreover, institutions, organizations and individuals should be vigilant regarding 
suspicious activity directed at cyber hardware, software and networks. Although there are currently 
no publicly reported cyber threats specifically targeting Jewish institutions or organizations related to 
the above events, Iran has carried out cyber-attacks in the past, including on Israeli and U.S. targets. 

(U//FOUO) A cyber incident is defined as a violation or imminent threat of violation of computer 
security policies, acceptable use policies, or standard computer security practices. In general, types of 
activity commonly recognized as violating typical security policies include attempts (either failed or 
successful) to gain unauthorized access to a system or its data, including personally identifiable 
information; unwanted disruption or denial of service; the unauthorized use of a system for 
processing or storing data; and changes to system hardware, firmware, or software without the 
owner’s knowledge, instruction, or consent. 

(U) Report Suspicious Activity 

(U//FOUO) Follow established protocols to report suspicious activity – to include contacting local 
law enforcement and/or the relevant suspicious activity reporting authority – and then contact the 
SCN Duty Desk at DutyDesk@securecommunitynetwork.org or by calling 212-284-6940. 

(U//FOUO) To report a computer security incident, contact the SCN Duty Desk 
atDutyDesk@securecommunitynetwork.org or 212-284-6940. SCN works closely with the DHS 
National Cybersecurity and Communications Integration Center (NCCIC) and with the United States 
Computer Emergency Readiness Team (US-CERT). 
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For questions, please contact the SCN Duty Desk at DutyDesk@securecommunitynetwork.org  

  
FOUO 

For Official Use Only 
  

Information labeled FOUO should be safeguarded, and withheld from public release until approved for 
release by the originating agency.  
Dissemination of FOUO is restricted to persons with “need-to-know.” Need-to-know is defined as 
the determination made by an authorized holder of information that a prospective recipient requires access to 
specific information in order to perform or assist in the lawful and authorized governmental function, i.e., 
access is required for the performance of official duties.  
Typical FOUO requirements include:  

1. FOUO information will not be disseminated in any manner - orally, visually, or electronically - to 
unauthorized personnel.  

2. The holder of the information will comply with access and dissemination restrictions.  
3. Ensure the recipient of FOUO has valid need-to-know, and that precautions are taken to prevent 

unauthorized individuals from overhearing the conversation, observing the materials, or otherwise 
obtaining the information. 
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