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Introduction 
 

The following guidance is organized to assist eligible faith-based and nonprofit organizations with 

completing the grant application, which is called an Investment Justification (IJ), a link to a sample 

IJ may be found in the resource section below).  There are 7 parts to the IJ, and each section below 

corresponds to a specific part. Most sections of the IJ are scored with a best possible raw score of 

40 points. Other factors, as explained below, will be factored into an applicant’s final score.  

 

[Notes: Disclaimer: This guidance is supplemental and informative in nature and based on our past 
experience with the grant program. It is not meant to supplant, limit, or contradict the official 

guidance provided by the federal or state administrators of the program, or federal or state laws 
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or regulations. All sub-applicants to the NSGP program should carefully adhere to the most current 

(FY 2022) official federal and state instructions and guidance once they are published, posted or 
distributed.] 

 

Application Process Overview: 

 

▪ Faith-based and nonprofit organizations are sub-applicants. 

▪ State Administrative Agencies (SAAs), typically the state homeland security & 

emergency management agency, are the applicants to the federal government 

and administer the program locally, score and prioritize sub-applications, and 

submit the applications for federal review on behalf of the sub-applicant 

nonprofit organizations. 

▪ The Federal Emergency Management Agency (FEMA) administers the program 

nationally, guides the SAAs, reviews and further assesses (based on national 

threat considerations) the sub-application submissions and makes funding 

recommendations to the Secretary of Homeland Security. 

▪ The Secretary of Homeland Security makes the final award determinations based 

on FEMA recommendations and other factors in their discretion. 

▪ The entire process takes approximately a year from when Congress appropriates 

the program funding and the successful sub-applicants are cleared to implement 

projects. 

▪ The program is highly competitive -- based on an assessment of eligibility; risk, 

vulnerability, and consequences to a terrorist attack; completeness, efficiency 

and effective of the IJ; role in achieving national preparedness goals of 

Prevention and Protection; and availability of limited resources.  

 

[Notes:  All faith-based and nonprofit organizations (sub-applicants) work directly 

through their State Administrative Agencies and do not apply directly through FEMA. 

Further, the directions provided to the sub-applicants through the SAA take precedence 

over any general NSGP grant guidance published by FEMA.  

 

The State Administrative Agency will set forth what documentation will be required and 
how and in what format it should be submitted. Typical categories of documents 
requested:  
 

▪ Mission statement  
▪ Vulnerability Assessment  
▪ Investment Justification (IJ)  
▪ Supporting documentation that substantiates threat (risk), if applicable  
▪ Contracted security personnel sustainability plan, if applicable  
▪ Any other information requested by the SAA   
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The SAAs have a fair amount of discretion and subjectivity in applying FEMA’s grant 

guidance to their respective jurisdictions. It is therefore imperative that sub-applicants 

follow the guidance provided by their SAA (i.e., such key dates and deadlines, 

permissible costs, and state/jurisdiction pre-qualifications). There can be discrepancies 

between the federal guidelines and the SAA’s own requirements.] 
 

 

Grant Application: Part I. Sub-Applicant Information 
(This section is not scored) 

  

The first section of the IJ is the Sub-Applicant Information Section, which requests the 

following Information:   

   

▪ Legal name of organization   

▪ Physical address of the organization    

▪ Year the facility was constructed    

▪ Organization type    

▪ Membership & community served  

▪ Organization’s tax-exempt designation (if applicable)    

▪ Current Dun & Bradstreet  number  

▪ The applicable Urban Area (NSGP- UA only) 

▪ Funding amount requested (up to $150 thousand)  

▪ Total project cost 

▪ Verification of any current DHS contract 

▪ New or ongoing investment 

 

[Notes: The physical address of the organization will determine which funding stream 

the sub-applicant will apply for; either NSGP-Urban Area or NSGP-State. This will be one 

of the first checks the SAA makes. It is important that all applicants check to make sure 

they are applying for the correct program based on the physical address of the structure 

to be secured. 

 

Organization type, membership & community served, organization’s tax-exempt 

designation (will help the SAA and FEMA determine the sub-applicant’s level of risk of a 

terrorist attack in the scoring process. Similarly, a sub-applicant must include a Mission 

Statement, which will also help the SAA validate the organization’s risk.  

 

Certain organizations, such as churches, mosques, and synagogues, are automatically 

exempt and FEMA does not require them to provide recognition of tax exemption. For 

these organizations, some SAAs may require an acknowledgement of tax exempt status. 
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There are three categories of organization type: 

 

▪ Places of worship/faith-based organizations   

▪ Medical and educational institutions    

▪ All other nonprofit organizations 

 

FEMA’s Notice of Funding Opportunity (NOFO) will set forth the eligible designated 

Urban Areas under the FY 2022 NSGP-Urban Area program. There are about 30 Areas. 

 

FEMA’s NOFO will establish the NSGP funding cap for FY 2022. The SAA, at its discretion, 

is authorized to set a lower cap within its jurisdiction.  

 

Beginning in FY 2021, FEMA allowed sub-applicants with multiple sites to apply for up to 

three sites at $150,000 per site, for a maximum total award of $450,000. Limitation: To 

be eligible, all the sites had to all be located in either an NSGP-UA jurisdiction or the 

NSGP-S jurisdiction, but not both.] 

 

Grant Application: Part II. Background 
(This section is worth up to 2 points) 

 

The Background section addresses two-lines of inquiry: The Symbolic value of the site(s) as a 

highly recognized national or historical institution or significant institution within the community 

that renders the site as a possible target of terrorism; and any previous or existing role in 
responding to or recovering from terrorist attacks.  The following recommendations are 

intended to assist sub-applicants to think about and formulate their responses:  

 

▪ Symbolic value of the site(s) as a highly recognized national or historical 

institution that renders the site as a possible target of terrorism.  

 

Even if not officially designated a historic site, many institutions (or their 

previous iterations) have been operating/located in their communities, 

neighborhoods, and/or buildings for many decades (some for more than 100 

years).  If so, a sub-applicant may want to include this information in the 

application.  

  

If an organization is affiliated with a national movement, a sub-applicant may 

want to include the movement’s scope and history.  

If an organization has a role in broader community life and engagement, they 

may want to explain their public recognition or community leadership, singling 
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them out/making them more recognizable.  If so, an applicant may want to 

include this information in the application.  

 

[Note: The symbolic value of the site will also help the SAA and FEMA determine the 

sub-applicant’s level of risk of a terrorist attack in the scoring process.]  

  

▪ Any role in responding to or recovering from terrorist attacks.   

In responding to this question, a sub-applicant should explain the organization’s 

specific or predominant role(s) played or expertise provided in emergency 

response/disaster recovery situations, using illustrations where possible.   

  

In times of emergency, whether man-made, such as a terror attack, or natural 

disaster, such as a hurricane or wildfire, consider what role the organization 

plays on behalf of the community. Examples may include: 

 

- Sharing vital information with the community (i.e., security alerts; hosting 

security briefings; organizing security-related community action)  

- Raising emergency funds 

- Serving as a central point of contact with government agencies/first 

responders/other coordinating bodies 

- Providing supports and services to community members/government 

agencies/first responders/other coordinating bodies.   
  

 

Grant Application: Part III. Risk 
(This section is worth up to 12 points) 

  
In three parts (Threat (A), Vulnerabilities (B); and Potential Consequences (C)), this section 

addresses the sub-applicant’s level of risk of attack, findings of vulnerability to attack, and the 

impacts such an attack would have on loss of life, property damage, and/or 

disruption/interference in serving the community in the event of attack, as follows:  

 

▪ Threat (A): The sub-applicant should assess its risk to a potential terrorist attack -  

explain what makes it a likely target of attack. Here, the sub-applicant should 

discuss the identification and substantiation of prior threats or attacks against 

the organization or a closely related organization by a terrorist organization, 

network, or cell (to include both foreign and domestic terrorists or violent 

homegrown extremists).   

  

[Notes: This may also include a specific event or circumstance that impacted an affiliate 

or member of the organization’s system or network.]   
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In answering this question, a sub-applicant should (in order or priority):   

 

- Describe specific terror (or violent homegrown extremist) incidents, threats, 

hate crimes, and/or related vandalism, trespass, intimidation, or destruction 

of property that have targeted its property, membership or personnel that 

make it a high risk of future terrorist or terroristic threats. Proofs should 

include documentation such as police reports and/or insurance claims 

specific to the sub-applicant.  (Example: Our church was the target of a 

“swatting” (hoax) attack, making false bomb and armed intruder threats to 

harass our congregants and bring emergency responders to our address.) 

  

- Report on incidents/threats that have occurred in the community, region or 

State where the organization is located that can be construed as a potential 

risk to the sub-applicant.  (Example: An Islamic center across town was the 

target of arson by a white supremacist group.)  

  

- Reference the public record regarding incidents/threats against similar or like 

institutions at home or abroad that elevate the potential risk of a similar risk 

to the sub-applicant. (Example: Al Qaeda released a video on the internet 

threating attacks on all  Jewish communities wherever they are located.)    

  

[Notes:  Since there is limited working space in the IJ, the sub-applicant should be 

selective events that are most recent, geographically proximate, and closely related to 

their type or circumstance of their organization.]  

 

▪ Vulnerabilities (B): The sub-applicant should explain the ways the organization is 

susceptible to destruction, incapacitation, or exploitation by a terrorist attack, 

threat or intimidation. In answering this question, they should utilize/rely on the 

findings from a previously conducted vulnerability assessment in establishing the 

gaps in security. In answering this question, a sub-applicant should consider the 

following: 

 
- Generally, a current vulnerability assessment would be considered no older 

than 36 months. Within a longer period, vulnerabilities may have changed, 
which could impact what investments might be recommended. If seeking 
investments that are not justified within the current vulnerability assessment, 
a sub-applicant would need to update or supplement the assessment to 
ensure it addresses all investments planned for the upcoming funding 
opportunity. 
 

- FEMA does not prescribe which vulnerability assessment tool an applicant 
should utilize as a basis for the grant. A professional assessment conducted by 
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experienced assessors is advisable. Secure Community Network (SCN) 
supported community/regional security directors/advisors and/or Federation-
based security directors may be available to assist at no charge. State or local 
law enforcement partners may also provide vulnerability assessments free of 
charge.   

 

- If these options are not available, there may be private vendors who will 
conduct assessments at a cost (not reimbursable through the grant). Private 
sector venders may vary in cost, quality, and competency, so it would be 
advisable to vet/conduct due diligence on all prospective candidates and 
confer with SCN’s Duty Desk if there are questions or 
concerns, at: dutydesk@securecommunitynetwork.org.    

 
- For organizations that are unable to arrange for an outside vulnerability 

assessment, the Department of Homeland Security’s Cybersecurity and 
Infrastructure Security Agency (CISA) and SCN have developed baseline 
security self-assessments that are designed for organizations/persons, with 
little to no security experience, to complete a security assessment, which may 
be accessed at:  

 
o CISA Assessment Tool: https://www.cisa.gov/houses-of-worship  
o SCN Assessment Tool: 

https://securecommunitynetwork.org/resources/dhs-grant-funds-
information/nsgp-tvra-tool   

 
[Notes: Whoever is conducting the vulnerability assessment, the sub-applicant should 
make sure that the assessor is familiar with (has a copy of) the IJ template, and 
particularly with the Risk (Part III) and Target Hardening (Part IV) sections, and designs or 
organizes the assessment report in a format that constructive to (simplifies) transferring 
critical information into the IJ.   

 
Before using any self-assessment tool for the NSGP grant, check with your SAA to make 
sure they will accept the self-assessment tool you plan to use – they may have a 
preferred or recommend tool.] 
 

▪ Potential Consequence (C): The sub-applicant should discuss potential negative 

impacts on their assets, system, and/or network if damaged, destroyed, or 

disrupted by a terrorist attack, threats, or intimidation. In answering this 

question, they should explain the potential harm that could result from an attack 

(i.e., loss of life, disruptions to work or delivery of service, negative economic 

impact on the sustainability of the organization to remain in business/serve the 

community).  

  

mailto:dutydesk@securecommunitynetwork.org
https://www.cisa.gov/houses-of-worship
https://securecommunitynetwork.org/resources/dhs-grant-funds-information/nsgp-tvra-tool
https://securecommunitynetwork.org/resources/dhs-grant-funds-information/nsgp-tvra-tool
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[Notes: Each sub-applicant must submit to the SAA a current written vulnerability 
assessment on which their application is based (advisably conducted within 36 months 
of application). The vulnerability assessment is the foundation by which the sub-
applicant will substantiate and prioritize investments requested within the IJ to address 
the most critical vulnerabilities and to ensure transparent, accountable and effective use 
of grant funds to address identified gaps in existing capabilities.]    
  
  

Grant Application: Part IV. Target Hardening & Training 
(This section is worth up to 14 points) 

  
After substantiating the high level of risk, a sub-applicant should explain in Part IV how the 

Target Hardening investments will counter the vulnerabilities and mitigate the consequences set 

forth in Part III.  Part IV consists of two parts – a narrative section and an equipment 

categories section. In the narrative section the sub-applicant describes all target 

hardening activities, as well as costs related to planning, exercises, training and 

contracted security personnel.  In the equipment identification section, the sub-

applicant inputs details identifying the specific equipment (from the AEL list) to be 

acquired, including estimated costs.  This part only pertains to equipment (and not the 

other categories of permissible costs, i.e., not training , planning or contacted security 

personnel.) 

 

[Notes: All permissible costs to be considered for funding must be substantiated in the 

Vulnerability Assessment and included in Part IV of the IJ.  If not included in this section, 

equipment, activities and contacted security will be ineligible for funding , even if they 

are allowable costs.]   

 

▪ Narrative Section: 

  
- The narrative should provide a clear, cohesive and rational flow between the 

risks identified in Part III and the solutions (or investments) identified in Part 
IV.  Part III serves to explain the risks, vulnerabilities, and consequences of an 
attack or threat. Part IV describes the recommended project improvements 
(as substantiated in the Vulnerability Assessment), which may include as 
allowable costs the acquisition and installation of approved equipment; 
categories of preparedness planning, training and exercises; and the 
contracting of security personnel. The proposed investments will be assessed 
to best address and minimize the identified risks, vulnerabilities, and 
consequences.  Parts III and IV, together, should establish that the sub-
applicant fully understands their vulnerabilities and the best approaches to 
mitigating the consequences of an attack. 
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- FEMA underscores that all proposed purchases (including projects and 
activities) should be thoroughly detailed, costs justified, and linked to the 
vulnerability assessment in the narrative section of Part IV. Two examples by 
way of illustration:  

 
o Fencing: 240 feet of 8-foot chain-length fencing topped with 1 foot of 

barbed wire, to address vulnerability to breaching along the west side of 
the facility – equates to 240 feet x $208.33 per foot, totaling $50,000; AEL 
#_____ 

 
o Cameras: 8 exterior cameras, 3 located on lighting poles in the parking lot, 

1 adjacent to the main entrance to the facility, and 1 on each corner of 
the building (4 corners), to address inability to monitor the exterior of our 
facility and identify suspicious activity – equates to 8 cameras x $625, 
totaling $5,0000; AEL #_____  

 
▪ Equipment Categories Section: 

 
- Part IV also includes a section where sub-applicants must also list all physical 

security equipment that is proposed for purchase in the narrative portion. 
This includes the correct AEL number(s) and title(s) of all proposed equipment 
purchases, the vulnerability in Section III it addresses, and the total amount 
requested per item.  

  
[Notes: Total funds requested must match in both the narrative and budget portions of 
Section IV, along with the total federal funding requested in Section I.  

 
Only allowable costs substantiated in the Vulnerability Assessment and included in Part 
IV of the IJ may be considered for funding. No otherwise allowable cost  outside of the 
Vulnerability Assessment and the IJ Part IV will be considered for funding.] 
  

▪ General Allowable Costs: The funds are intended to protect life and property. 
The sub-applicants may only use the NSGP grant funds for the following 
permissible uses:  

  
- Equipment: Funding is limited to target hardening and physical security 

enhancements. This includes the acquisition (purchase or possible leasing) 
and installation of security equipment on real property (including buildings 
and improvements) owned or leased by the nonprofit organization, 
specifically in prevention of and/or protection against the risk of a terrorist 
attack. This equipment is primarily limited to select items within two 
categories on the Authorized Equipment List (AEL):  

 
o Physical Security Enhancement Equipment (Section 14) 
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o Inspection and Screening Systems (Section 15) 
o Other equipment specifically identified in the Notice of Funding 

Opportunity  
 

[Notes: Grant recipients primarily use equipment funds for security upgrades such as 
security surveillance cameras/CCTV; controlled entry/access systems; security enhanced 
doors/windows; alarm/alert/notification systems; blast proof doors/windows; and 
physical barriers/fences/bollards.  The allowable prevention and protection categories 
and equipment standards for the NSGP are listed at http://www.fema.gov/authorized-
equipment-list.]    

  
- Planning: Funding may be used for security or emergency planning expenses 

and the materials required to conduct planning activities. Planning must be 
related to the protection of the facility and the people within the facility.  
Examples of planning activities allowable under this program include:  

 
o Development and enhancement of security management plans  
o Emergency response plans  
o Emergency contingency or continuity of operations 

plans  
o Evacuation/Shelter-in-place plans  
o Security risk management plans 

  
- Exercises: Funding may be used to conduct security-related exercises. This 

includes costs related to planning, meeting space and other meeting costs, 
facilitation costs, materials and supplies, and documentation. 

 
[Notes: Exercises afford organizations the opportunity to validate plans and procedures, 
evaluate capabilities, and assess progress toward meeting capability targets in a 
controlled, low risk setting.]   

 
- Training:  Allowable training-related costs are limited to attendance fees for 

training and related expenses, such as materials, supplies and/or equipment.  
Nonprofit organizations may use NSGP funds for the following training-
related costs: 

 
o Employed or volunteer security staff to attend security-related 

training within the United States 
o Employed or volunteer staff to attend security-related training within 

the United States with the intent of training other employees or 
members/congregants upon completing the training (i.e., “train-the-
trainer” type courses)  

o Nonprofit organization’s employees, or members/congregants to 
receive on-site security training.  

http://www.fema.gov/authorized
http://www.fema.gov/authorized-equipment-list
http://www.fema.gov/authorized-equipment-list
http://www.fema.gov/authorized-equipment-list
http://www.fema.gov/authorized-equipment-list
http://www.fema.gov/authorized-equipment-list
http://www.fema.gov/authorized-equipment-list
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o Allowable training topics are limited to protection of critical 
infrastructure key resources, including: 

 
▪ Physical and cybersecurity  
▪ Target hardening 
▪ Terrorism awareness/employee preparedness including programs 

such as:  
- Community Emergency Response Team (CERT) training 
- Active Shooter training 
- Emergency first aid training  

 
[Notes: Training conducted using NSGP funds must address a specific threat and/or 
vulnerability, as identified in the nonprofit organization’s Investment Justification. 
Training should provide the opportunity to demonstrate and validate skills learned as 
well as to identify any gaps in these skills.]  

  
- Contracted Security Personnel: The contracting of security personnel is an 

allowable cost under this program. The sub-applicant must be able to sustain 
this capability after the grant has ended. This requires the sub-applicant to 
the SAA a sustainment plan that explains how contracted security personnel 
costs will be paid for after the funding or period of performance of the grant 
has expired. Additionally, the State Administrative Agency my choose to limit 
the percentage of the grant allowable to be budgeted for contracted security 
personnel. The funds may not be used to purchase equipment for contacted 
security. Some SAAs may require the submission of a sustainment plan at the 
time of application while others may require it post-award. Check with the 
SAA about requirements. 

 

▪ Uses and Limitations of Contractors/Vendors:  

 

- A sub-applicant will need to obtain vendor estimates for potential 

investments. To ensure there is enough time to complete the application, it is 

important that as soon as possible (after the vulnerability assessment is 

completed) for the sub-applicant to Identify potential vendors or sources for 

products and services. Check with peers or local security advisors for 

reputable vendors. 

 
- To eliminate unfair competitive advantage during the application process 

vendors should be limited to providing requested cost estimates, preferably 
with the details necessary for the sub-applicant to complete the Investment 
Justification. Any vendors, consultants, or contractors who assist sub-
applicants develop grant applications, project plans, or project budgets -- 
including the development of statements of work, invitations for bids, or 
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requests for proposals -- are prohibited from competing for such 
procurements during the post-award period. 

 

▪ Procurement Requirements, Limitations and Record Keeping: Procurements 

must conform to applicable federal law and the standards identified in 2 C.F.R. 

Part 200 (as well as applicable state law/regs). The federal standards include, but 

are not limited to, providing for full and open competition consistent with the 

standards of 2 C.F.R. § 200.319 and § 200.320. This includes for contracting 

security personnel. Financial records, supporting documents, statistical records, 

and all other non-federal entity records pertinent to the grant award generally 

must be maintained for at least three years from the date the grant project’s 

final financial reporting documents are filed. Records sufficient to detail the 

history of procurement covering at least the rationale for the procurement 

method, contract type, contractor selection or rejection, and the basis for the 

contract price.  

 

[Notes: For further information on contractors and procurement requirements speak 

with your SAA and/or review applicable guidance within FEMA’s Preparedness Grants 

Manual at: https://www.fema.gov/grants/preparedness/manual.] 

 

▪ Generally Unallowable/Ineligible Costs:  

 
- Any pre-award costs 

(including grant writer 
fees/development of the IJ) 

- Organizational operating 
costs  

- Direct hiring of public safety 
personnel  

- General-use expenditures  
- Organizational salaries or 

Overtime  
- Development of vulnerability 

assessments 
- License Plate Reader (LPR) 

systems 

- Facial recognition software  
- Knox Boxes  
- Guns/weapons or weapons 

training 
- Landscaping  
- Initiatives that study 

technology development  
- Proof-of-concept initiatives  
- Writer fees/application 

development) 
- Sexual Predator Screening 

Database 

 

▪ NSGP Investment Modifications to Change Scope or Objective: Requesting a 

change in the scope of an approved Investment Justification is difficult and will 

likely lead to significant delays in project implementation, as the original 

approval was based on a competitive process, with applications recommended 

for funding based on the threat, vulnerability, consequence, and mitigation 

specified in the IJ for a specified agency and location.   

https://www.fema.gov/grants/preparedness/manual
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- Changes in scope or objective of the award require DHS/FEMA’s prior 

written approval and will be considered on a case-by-case basis.  As NSGP 

project funding is based on the ability of the proposed project to mitigate 

the risk factors identified in the IJ, DHS/FEMA may reject requests to 

significantly change the physical security enhancements that are 

purchased with NSGP funding where DHS/FEMA believes approval of 

the request would change or exceed the scope of the originally 

approved project.  

 

- Nonprofit organizations with pending change of scope requests will not 

be permitted to proceed with implementing any scope/objective changes 

until the SAA receives written approval from DHS/FEMA and until the SAA 

has made any required subaward modifications. This could take several 

months before permission is granted.   

 
[Notes: It is therefore advised that sub-applicants make certain that their initial IJ 
submissions include the scope of work they intend to pursue, if funded, and to avoid 
scope of work changes in the post-award period where possible.]  
 
 

Grant Application: Part V. Project Milestones 
(This section is worth up to 4 points) 

  
Part V and Part VI focus on project implementation. In Part V the sub-applicant is asked to 
capture key activities and dates that sequentially build upon each other toward the completion 

of all approved projects in the application (i.e., the project schedule and scope of work).   In Part 

VI, the sub-applicant is asked to identify key individuals who will be involved in implementing 

and administering the award. 

 

▪ Common milestones include, but are not limited to:  

 

- Award notification and completion of award paperwork 

- Time to secure bids that meet federal procurement requirements 

- Time to select and award contracts to vendors 

- Environmental Planning and Historic Preservation (EHP) paperwork completion, 

submission, and approval  

- Installation and testing of equipment 

- Develop punch list and satisfy outstanding items and issues 

- Train staff in use and maintenance of equipment and technologies 

- Finalize delivery of project 

- Schedule/conduct allowable training/exercises 

- Vendor payments, grant closeout paperwork 
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[Notes: Each sub-applicant’s response should be specific, complete, and relevant to their 

respective request and timeline. As reference points: 

 

▪ The anticipated period of performance will be 36-months (unless the SAA sets a 

shorter period).  

 

▪ The period of performance will commence when the awards are noticed by 

FEMA, typically in a press release between late July and early September.  Never 

after September 30th. 

 

▪ Sometime after the period of performance, the SAA will authorize the sub-

applicant to commence the project.  Before that can occur, the sub-applicant 

must satisfy a number of prerequisites that will be set forth in the grant 

acceptance agreement, including FEMA’s Environmental Planning and Historic 

Preservation review.  This could take between 60-to-90 days or more to 

complete. Therefore, the Milestone timeline should reflect any foreseeable 

administrative delays.]      

  
 

Grant Application: Part VI, Project Management 

(This section is worth up to 5 points) 
  

The Project Management Section has 3 main focuses. The sub-applicant must show it 

has 1) Worked out a management plan, including assigning/outlining responsibilities to 

competent people, and has thought through the administrative/implementation 

process; 2) Identified any potential challenges it might have and explain how they will 

address or resolve them during project implementation; and 3) Incorporated outreach 

and engagement with state or local law enforcement through the project.   

 

Areas that need to be addressed:  

  

▪ Provide project management details, such as the complete contact information 

for the project manager, and a description of their relevant experience. To the 

degree known and applicable, a sub-applicant should also identify other persons 

who will be enlisted to advise, coordinate or help carry out the project, their 

expected roles, responsibilities and relevant experience.    

  

[Notes: Where there are vacant positions or unknowns that are expected to be filled, 

then include each position to be filled and the expected roles, responsibilities, and 

qualifications for each position.]  
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▪ Include a description of potential challenges to project implementation.  There 

may be known, foreseeable, and unknown challenges to implementing the 

project. The following are suggestions in how to respond:   

  

- Include any potential challenges identified in the Vulnerability Assessment or 

by the project coordinator, or contactor for completing the project or aspects 

thereof.  

  

- There are a number of common or predictable challenges a sub-applicant 

should consider, including: delays in the notification of grant award; 

satisfactory completion of the administrative requirements for the release of 

funds (i.e., completion of financial and programmatic reports, compliance 

with federal or state regulations, and other conditions of the award contract 

acceptance); delays in the acquisition of equipment and installation of same; 

changes in cost estimates or other planning assumptions.     

 

- A sub-applicant should include a blanket statement on the quality of its 

management and implementation team (quality controls) to minimize 

foreseeable and unforeseeable problems and to ensure that when challenges 

arise, they will be dealt with by experienced, competent and responsible 

professionals.  

  

[Notes: All projects run into problems, delays, challenges. Sub-applicants should give 

real thought to what they might expect and convey a competence for handling them to 

a satisfactory conclusion.]  

  

▪ Describe coordination with State and local homeland security partners. In 

addition to grant funding for target hardening and training activities or exercises, 

the NGSP grant opportunity is intended to promote a “Whole Community” 

approach to homeland security. In this section sub-applicants should explain the 

intended improved integration of nonprofit security within broader State and 

local preparedness efforts.  By way of illustration, a sub-applicant may: 

 

- Have local law enforcement conduct the sub-applicant’s Vulnerability 

Assessment   

- Have local law enforcement lead or participate in preparedness training or 

table-top exercises   

- Provide some role for local law enforcement in program review, particularly 

with respect to any investments they may have recommended in the 

assessment 
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- Invite law enforcement to make suggestions on how they might engage the 

organization going forward and incorporate those suggestions into its 

management plans. 

- If a sub-applicant has other existing interactions with State or local law 

enforcement outside of the grant, reference the relationship(s) in this section 

as well. 

 

[Notes: No matter what, it is highly recommended that sub-applicants figure out a way 

to integrate law enforcement/first responder assets into the framework of project 

planning and management, as well as possible activities or opportunities to build a 

lasting relationship with them.]    

 

 

Grant Application: Part VII. Impact 
(This section is worth up to 5 points) 

 

In the earlier sections, the sub-applicant is required to explain who they are and the 

circumstances that place them at risk of a terrorist attack, what their vulnerabilities are and the 

potential consequences of an attack, the eligible and necessary investments to prevent and 

protect against an attack, and the project implementation outline and management plans. In 

Part VII, the sub-applicant is required to explain how these steps taken together result in the 

success of the project. 

 

The measure of success, in the Impact section, is accomplished through two questions. First, the 

sub-applicant is asked to explain the expected measurable outputs and outcomes 

resulting from the completion of the project that would best illustrate the success of the 

project. Second, they are asked to describe the security and resiliency improvements 

that will be achieved through the grant.   

 

▪ Expected Measurable Outputs and Outcomes: The response should include a 

self-assessment (a statement) on how in practice the allocation of resources – 

the target hardening investments (set forth in Part IV) acquired through the 

grant -- most efficiently and effectively reduce the risks and vulnerabilities 

identified in the Risk sections (Part III) of the application and thus protect against 

the potential consequences of a potential terrorist attack.   

 

Example answer: Installation of the 2 requested cameras on the west exterior of 

our facility will better help our organization monitor and surveil the adjacent 

empty lot in order to identify suspicious activity in advance of an event. This will 

help to greatly mitigate the vulnerabilities identified in our Vulnerability 

Assessment related to the lack of security along our west side perimeter and the 

threat of a facility breach in that area. 



17  

  

▪ Security and Resiliency Posture Achievements: This section will help DHS/FEMA 

assess the contributions the sub-applicant will make to the nation’s collective 

national preparedness goals through the proposed project.  To do this, sub-

applicants are required to describe how specific project investments build or 

achieve one or more of FEMA’s designated Core Capabilities. Core Capabilities 

fall under one of five mission areas: Prevention; Protection; Mitigation; 

Response; and Recovery. For a complete overview on Core Capabilities: 

https://www.fema.gov/emergency-managers/national-preparedness/goal   

 

[Notes: Prevention (i.e., avoid, prevent or stop an imminent, threatened or actual act of 

terrorism) and Protection (i.e., protect our citizens, residents, visitors, assets, systems 

and networks against the greatest threats and hazards in a manner that allows our vital 

interests and way of life to thrive) are the most common achievable goals under the 

NSGP grant.] 

 

Example answer: The Vulnerability Assessment found that the day school was 

vulnerable to an intruder because it has multiple unsecured entry points and no 

access controls. It is vulnerable to an intrusion that could place the lives of the 

students, faculty, and visitors at risk of an active shooter incident. Other schools 

have previously been targeted by active shooters and our school received a hoax 

threat last year. An active shooter attack at our school could lead to multiple 

casualties including loss of life. It is possible that the school would not be able to 

recover and remain open to serve the community if this were to occur. Through 

the acquisition and installation of an access control system and creating a single 

point of entry through the grant as will be  achieved through this project, the 

school will be able to Prevent a possible Active Shooter attack. 

 

[Notes: The vulnerability assessment is used to prioritize investments to address the 

highest probability or highest consequence threats (i.e., terrorist attack).  These 

investments are used to build or strengthen capabilities and activities implemented to 

best address those risks.  

 

In this section, sub-applicants should explain how the investment/s they are requesting 

support building or sustaining one or more DHS/FEMA designated Core Capabilities 

through the grant. The core capabilities are the intended outcome/s or achievement/s 

(security posture) of the project, resulting from the investments made to address the 

threats and vulnerabilities assessed.   

 

As national preparedness is considered interdependent, requiring a “Whole Community” 

approach, space permitted it would be advisable to explain how the outcomes and  

achievements  (core capabilities) brought about through the grant might also contribute 

to the greater resiliency/preparedness of your community, state, nation.]  

https://www.fema.gov/emergency-managers/national-preparedness/goal
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Funding History 
(Possible bonus points for sub-applicants who have not received a prior award) 

  

Due to the competitive nature of the NSGP program (limited funding), and to ensure the 

broad distribution of resources among eligible sub-applicants, FEMA may apply a certain 

number of bonus points, at their discretion, to the overall IJ score of sub-applicants who 

have not received prior grant awards. In FY 2021, 5 bonus points were applied. In this 

section, all sub-applicants must describe their NSGP funding history.   

  

[Notes: The amount of funding Congress appropriates to the program in any given year 

can be a factor in how FEMA applies bonus points. Details will be in the Notice of 

Funding Opportunity.]   

 

 

Applicant Contact Information 
  

All IJ preparers must certify that they are either an employee or agent of the applying 

organization.  Sub-applicants MUST check the certification box and provide the name, 

e-mail address or phone number of the point of the designated point of contact to 

receive communications from their SAA, regarding all matters pertaining to the 

application.  

  

  
Final Score 

  

The grant is highly competitive. Therefore, a sub-applicant should never leave an open 

question. Partial answers are better than no answers and our written guidance is 

intended to help prompt answers. Additionally, sub-applicants must be especially careful 

to answer the questions in the sections where they are asked. The right answer placed in 

the wrong section will earn zero points. Also, the scoring process is addressed in 

multiple stages and impacted by several factors both objective and subjective. In order:  

 

▪ The SAAs score and prioritize applications and submits sub-applications to FEMA 

 

▪ FEMA staff review and score applications: 

 

- FEMA may add bonus points for new applicants 

- A multiplier between 1 and 3 is applied to raw scores to determine final 

score: 
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o Factor of 3: Places of worship/faith-based organizations   

o Factor of 2: Medical and educational institutions    

o Factor of 1: All other nonprofit organizations 

 

- FEMA coordinates a security review with DHS Intelligence & Analysis to 

screen for derogatory information on prospective recipients 

- FEMA provides award recommendations for DHS Secretary. 

 

▪ DHS Secretary makes final award decisions, which may include discretionary 

factors 

 

[Notes: The SAAs notify the successful sub-grantees of their results. The post-award 

grant process commences on a rolling basis between states and can take up to several 

months before sub-applicants are notified and receive awards packages. 

 

Because there are several factors that influence award decisions, it is difficult to provide 

feedback to a particular sub-applicant on how their application was scored. Factors 

include: 

 

▪ Quantity of applicants (limited resources) 

▪ Quality of the application (competency and impact of the IJ)  

▪ Static factors (rankings of applicants from higher risk to less risk)  

▪ Risk ranking by state (based on risk analysis formula), and related national 

intelligence analysis (immediate security concerns facing the nation).] 

 

 

Post Award Considerations 
 

All sub-grant awardees will be required to satisfy an Environmental and Historic 

Preservation review, develop a project implementation plan, submit scheduled progress 

reports, complete reimbursement requests, complete program closeout paperwork, and 

manage project implementation. Other post-award considerations: 

 

▪ Any post-award scope of work or budget changes will require prior approval from 

FEMA and may be denied without compelling justification given the competitive 

nature of the program.  

 

▪ Nonprofits selected for awards that subsequently seek to renovate their facilities 

so as to affect the Vulnerability Assessment upon which their applications were 

based will not be approved for a scope of work change. 
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▪ Investments once installed in a physical structure may not be relocated by the 

sub-applicant if they subsequently move – the improvements must stay with the 

structure for which they were approved. 

 

[Notes: Sub-applicants MUST be careful in the development of their projects to avoid 

problematic post-award change requests. Also, common areas of noncompliance for the 

preparedness grant programs that should be avoided: 

 

▪ Insufficient documentation and lack of record retention 

▪ Failure to follow the procurement under grants requirements 

▪ Failure to submit closeout documents in a timely manner 

▪ Failure to follow Environmental Planning and Historic Preservation requirements 

▪ Failure to comply with the applicable period or performance deadline] 

 

 

IJ Drafting Tips  
 

▪ Start to outline responses early so that there is time to refine the submission before the 
deadline.  

 
▪ Leave time to test the IJ platform to ensure no last-minute technical glitches occur and 

that should problems arise they can be resolved before the submission deadline.  Submit 
the IJ ahead of the deadline. Notification to the SAA of a sub-application’s transmission 
failure (for any reason) that is reported after the deadline will be disqualified – mo 
exception. 

 

▪ Use of a PC to complete the application is recommended. Apple computer users 
have experienced technical problems with the Microsoft-based application 
software.  

 
▪ Provide clear, concise answers. Avoid use of extraneous verbiage. The SSAs, 

FEMA, and DHS will not be moved by dramatic, adjective-driven narratives. Space 
to fill-in answers is limited in several of the IJ sections, and where space is not 
limited, that is not an invitation to overly state or sell a response.  

 
▪ Check the math to make sure costs, numbers, figures are consistent  throughout 

the IJ 
 

▪ Carefully read instructions before entering content into the Investment 
Justification.  Responsiveness and completeness of the application is scored. All 
questions in the IJ should be answered.  Partial credit is better than no credit. 
There is no room to lose points that can be earned.   

 



21  

  

▪ It is critically important that the sub-applicant answer the questions asked within 
the sections/spaces where they appear. No credit will be given for answers 
provided in the wrong sections/spaces.   

 
 

Application Check List 
  

To ensure that the draft responses are as thorough and complete as possible, prior to 

finalization and submission of the IJ Investment form, review the following:   

  

▪ Has the sub-applicant contacted the State Administrative Agency to:   

- Verify the state’s application deadline?   

- Obtain information on any additional state requirements?   

  

▪ Are the following components included in the application package?   

- Mission statement   

- Vulnerability Assessment   

- Investment Justification (IJ)   

- Supporting documentation that substantiates threat, if applicable   

- Any other state required information (including contracted security 

sustainment plan if requested)   

  

▪ Are the following items addressed within the IJ?   

- Clearly identify risk, vulnerabilities, and consequences   

- Description of findings from a previously conducted vulnerability 

assessment     

- Details of any incident(s) that include description, dates etc.   

- Brief description of any supporting documentation such as police reports   

- Explanation of how the investments proposed will mitigate or address the 

vulnerabilities identified from a vulnerability assessment   

- Establish a clear linkage with the investment(s) and core capabilities re 

National Preparedness Goal   

- All proposed activities are allowable costs   

- Realistic milestones that consider such time-consuming requisites such as 

satisfaction of the Environmental Planning and Historic Preservation 

review   

- Description of the project manager’s/team level of experience  

  

▪ If applying for multiple locations of the same organization, each location/facility 

that the organization is applying for, must: 

- Submit a complete IJ 

- Have a vulnerability assessment specific to each location/facility 
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- Check with the SAA the total amount each location/facility may request  

 

▪ Other: 

- Stay within all specified character counts 

- Do not include additional/extraneous documentation not requested by 

the SAA 

- Do not wait to the deadline to submit application materials 

- Answer all questions as completely as possible 

- Answers all questions in the right places (the right answer in the wrong 

place will not be counted) 

 
 

Key Contacts & Resources: 
 

▪ Dun & Bradstreet Number: This is requisite of all sub-applicants. To register or 

search for an existing DUNS Number:  

https://fedgov.dnb.com/webform/displayHomePage.do  

 

▪ FEMA’s Authorized Equipment List: http://www.fema.gov/authorized-

equipment-list 

 

▪ FEMA’s Preparedness Grant’s Manual ((FY 2021): 

https://www.fema.gov/grants/preparedness/manual  

 

▪ FEMA Notification/Questions: Notifications/questions: Sign up at FEMA-

NSGP@fema.dhs.gov  

 

▪ FEMA’s Notice of Funding Opportunity (FY 2021): https://www.fema.gov/media-

collection/nonprofit-security-grant-program-notices-funding-opportunity  

 

▪ JFNA Guidance: To receive JFNA’s written guidance materials, register at: 

https://form.jotform.com/213145965683060. To submit technical assistance 

questions to JFNA go to: NSGP@jewishfederations.org.    

 
▪ New York-Specific Guidance: New York State is the biggest recipient of the 

Nonprofit Security Grant Program. To access JCRC of New York- developed NY-
specific guidance materials go to: http://www.jcrcny.org/security.     

 
▪ SCN Guidance: SCN provides several training courses, tabletop exercises and 

other preparedness and training opportunities that may assist with Vulnerability 
Assessments. For general inquiries about these topics, contact SCN at: 
NSGPSupport@securecommunitynetwork.org. 

http://fedgov.dnb.com/webform/displayHomePage.do
https://fedgov.dnb.com/webform/displayHomePage.do
http://www.fema.gov/authorized-equipment-list
http://www.fema.gov/authorized-equipment-list
https://www.fema.gov/grants/preparedness/manual
mailto:FEMA-NSGP@fema.dhs.gov
mailto:FEMA-NSGP@fema.dhs.gov
https://www.fema.gov/media-collection/nonprofit-security-grant-program-notices-funding-opportunity
https://www.fema.gov/media-collection/nonprofit-security-grant-program-notices-funding-opportunity
https://form.jotform.com/213145965683060
mailto:NSGP@jewishfederations.org
http://www.jcrcny.org/security
mailto:NSGPSupport@securecommunitynetwork.org
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▪ State Administrative Agency/Website Locator:  
https://www.fema.gov/grants/preparedness/state-administrative-agency-
contacts  

 
▪ Vulnerability Assessment Tools:  

 
- CISA Assessment Tool: https://www.cisa.gov/houses-of-worship  
- SCN Assessment Tool: https://securecommunitynetwork.org/resources/dhs-

grant-funds-information/nsgp-tvra-tool   
 

https://www.fema.gov/grants/preparedness/state-administrative-agency-contacts
https://www.fema.gov/grants/preparedness/state-administrative-agency-contacts
https://www.cisa.gov/houses-of-worship
https://securecommunitynetwork.org/resources/dhs-grant-funds-information/nsgp-tvra-tool
https://securecommunitynetwork.org/resources/dhs-grant-funds-information/nsgp-tvra-tool

