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Overview
CJP Communal Security Initiative

• Free Security Education and Training designed for 
synagogue volunteers, schools, preschools, boards

• Medical Training

• Security Assessments

• Security Consultations

• Grant Support

• Emergency Communications—JEMS

CSI Website: CJP.org/CommunalSecurity

CSI Contact: CommunalSecurity@cjp.org

mailto:CommunalSecurity@cjp.org


Webinar Contents

o The Threat Landscape

o Heightened State of Risk for Cybercrime

o The Makings of Cybercrime

o Social Engineering

o Real-life Examples of Phishing eMails
o Steal Your Login Passwords

o Steal Your Money

o Zoombombing

o Protecting Your Computer Systems and Data

o Call to Action

o Cyber Tips 

o Q&A
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How often do hacking-
related data breaches 

leverage stolen or weak 
passwords 14.4 million consumers were 

victims of identity fraud in 
2018, with out of pocket fraud 
costs of $1.7 billion

91%

of cyberattacks 
begin with a 
phishing email

46% of websites 

have high cyber 
security 
vulnerabilities

Cybercrime 
damages to 

reach $6T 
annually

$13M
Average cost of 

cybercrime in 2018

81%

Threat Landscape

Outdated and unpatched 

software constitutes 22% of 

security issues

70% of 
employees 
don’t 
understand 
cybersecurity

Passwords:
On average people 
have 23 accounts that 
require passwords 



The Makings of a cybercrime
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Social Engineering
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so·cial en·gi·neer·ing

/ˈsōSHəl ˌenjəˈni(ə)riNG/
noun

The use of deception to manipulate individuals into divulging confidential 
or personal information that may be used for fraudulent or malicious 
purposes.   Can be done via email, phone, or in-person.



eMail Phishing

Be suspicious of any email:

• From an unknown and unexpected source asking you to perform an 
“urgent” action or to open a document attached to the email.

• Containing an enticing subject line such as “New Coronavirus Cases 
Confirmed in Your City.”

• Using a salutation such as “Sir/Madam” or awkward phrasing.

• Asking you to click to learn about nearby “high-risk” areas.

• Asking you for your username and password, account number, Social 
Security Number (or other government identifiers) or any other 
personal information.

• Even if from a “Trusted Source” don’t download or send confidential 
information/payments without calling the person first 

7



eMail Phishing Examples

1. Steal Your Credentials

2. Steal Your Money

3. COVID-19 Specific Example
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Remember to: Stop – Look – Think



Steal Your Credentials
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Takes you to a website that looks 
like Microsoft Office 365 . . .

. . . But the website is 
actually fake and 
controlled by a hacker

. . .who steals your credentials



Steal Your Money
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From: Rabbi Jane Doe<ceo.verizontalk@aol.com>

Sent: Friday, March 22, 2019 3:34 PM

To: Larry Smith

Subject: Re: 

Larry,

It's the time of the year that I make donations to charity, and I have decided to involve you in this project. 

Because of this, I need any of the following gift cards.

i) Best Buy Gift Card

ii) Google Play Store Gift card

NOTE: Get physical cards, four (4) of $500 face value each. Can you get this done in 45 minutes?

Thanks,

Rabbi Jane

mailto:ceo.verizontalk@aol.com


Phishing – COVID-19

• Be cautious when following COVID-19-related news 
on the web as some sites contain malware and 
adware. 

• Be suspicious of emails claiming to be from 
authoritative sources such as the Centers for Disease 
Control and Prevention (CDC) or the World Health 
Organization (WHO).
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Phishing – COVID-19
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EXAMPLE:

1. Lets look at another subject line - Johns Hopkins is an nationally recognized medical 
institution, and would likely have Coronavirus updates to share. But in this example, think 
about why a third party (@Steward.org) would be sending these updates instead.

2. Pay attention to sender - In this example, D or Daphne (above) is not using their full name or 
organization signature. You may also notice, there is a difference in font color throughout the 
email body.

3. Another link - For medical related updates, this link is sending clickers to a Clicktime URL.



Zoombombing
. . . in case you did not have enough to worry about !

• Internet ‘Trolls’ entering and disrupting your Zoom meetings –
Various publicized instances

• Best Practices to Protect Your Meetings:

– Do Not use your Personal Meeting ID

– Set a Password for your meetings

– Check Your Meeting ‘Settings’

• Allow Removed Attendees to Re-enter -> OFF

• Host Controls Screen Sharing

• Enable Waiting Room

• File Transfer, Annotation, Whiteboard -> OFF

– ‘Lock’ your meeting once all the invited attendees have joined.

Zoom Best Practices Link:
https://blog.zoom.us/wordpress/2020/03/20/keep-the-party-crashers-from-crashing-your-zoom-event/
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Hatred Online

• Anti-Semites, white supremacists and other extremists 
are already tech-savvy and on social media

• During the current climate it is likely we will continue 
to see an increase in hateful content and activity online

• Document online incidents and retain digital evidence

What to do:

- Take threats seriously and report them

- Protect computers, printers, WiFi networks, etc.
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Are Your Data and Systems Protected?

• Office Computers/Servers

– Update Your Software

– Anti-virus/Malware/Ransomware

– Data Stored Locally or in the Cloud? 
• Google Drive, Microsoft OneDrive

– Data Backups? How Often, Where Kept?

• System Access

– Strong Passwords / No Sharing

– Screen Lock / Turned Off at Night

– WiFi Security
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Understand Your Home Computing 
Environment 
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Working from home often involves home computers . . . 

• Assess your computing environment, a cyber risk assessment at home maybe 
appropriate to protect your information

• A good risk assessment will be specific to each person and should consider questions 
like:

– How many computers, mobile devices, tablets, TVs, home security systems, and 
appliances are connected to your home Wi-Fi network?

– Are they shared across personal and home office use?

– Do non-family members regularly in your home have access to your Wi-Fi 
network or computing devices?

– What backup procedures and anti-virus protection are in place for each device?

– Have you changed the original passwords on your IoT devices?

– Are you or other household members active on social media like Facebook, 
Twitter, or Pinterest?

• Educate your family members about smart social media practices, passwords, safe web 
surfing and e-commerce protocols



10 Cyber Tips 
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Call to Action 

✓ Set the tone that cybersecurity is a critical business issue, the risk 
level is very high during a crisis, such as COVID-19

✓ Education is key – make your staff and volunteers aware of the 
risks and how to identify threats and protect your organization 
from malicious attempts.  Email/Phone/In-person

✓ Test your staff to make sure they ‘get it’ and are not falling for 
phishing attempts or social engineering.

✓ Make sure your systems and the systems being used at home are 
up to date with patches and virus/malware protection and are 
being backed up.

✓ Have a thorough understanding of the cybersecurity incident 
and breach escalation process and protocols within the 
organization, including when the board should be notified

✓ Create culture of security - everyone plays a role
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Cyber Security Webinar
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Cyber Security Webinar

Thank You !

Slide Deck to be emailed to all participants

TedP@cjp.org

Nancy.Viner@gmail.com

CommunalSecurity@cjp.org

mailto:TedP@cjp.org
mailto:Nancy.Viner@gmail.com
mailto:CommunalSecurity@cjp.org

